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EXECUTIVE SUMMARY
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EXECUTIVE SUMMARY

In this report, we conclude that we will continue to adhere to the five basic homeland
security missions set forth in the first Quadrennial Homeland Security Review report in
2010, but that these missions must be refined to reflect the evolving landscape of
homeland security threats and hazards. The Deepwater Horizon oil spill in 2010, Hurricane
Sandy in 2012, and the Boston Marathon bombing in 2013 illustrate these evolving threats
and hazards. We must constantly learn from them and adapt. The terrorist threat is
increasingly decentralized and may be harder to detect. Cyber threats are growing and
pose evergreater concern to our critical infrastructure systems as they become
increasingly interdependent. Natural hazards are becoming more costly to address, with
increasingly variable consequences due in part to drivers such as climate change and
interdependent and aging infrastructure.

Meanwhil e, this Nationds homeland security ar
years, and we are determined that this progress continue. For example, our law
enforcement and intelligence communities are becoming increasingly adept at identifying
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and disrupting terrorist plotting in this country. Programs suchas TSAPlle and Gl obal
Entry demonstrate the effectiveness and efficiency of ridlased security that can be
achieved within budget constraints. It is also worth noting that, in late 2013, DHS received

its first unqualified or o0cleand6 audit opinio
Department s formation, which was the | argest
Government agencies and functions since the creation of the Department of Defense in

1947.

Here are our five basic homeland security missions, revised to address threats and hazards
over the next four years:

Prevent Terrorism and Enhance Security2reventing terrorist attacks on the Nation is and

should remain the cornerstone of homeland security. Since the last quadrennial review in

2010, the terrorist threat to the Nation has evolved, but it remains real and may even be

harder to detect. The Boston Marathon bombing illustrates the evolution of the threat.
Through the U.S. Governmentds counterterroris
alQadi dads senior | eadership in Afghanistan an
sophisticated external attacks. But since 2009, we have seentherise of@la 6 i d a

affiliates, suchasalQa 6i da i n the Arabian Peninsul a, whi
export terrorism to our Nation. Additionally, we face the threat of domedtica s ed o1 one

of fendersdé and those who are inspired by extr
commit acts of terrorism against Americans and the Nation. These threats come in

multiple forms and, because of the nature of independent actors, may be hardest to

detect. We must remain vigilant in detecting and countering these threats. Given the

nature of this threat, engaging the public and private sectors through campaigns, such as

0l f You See Something, Say SomethingE6 and th
Initiative, and through partnering across federal, state, local, tribal, and territorial law

enforcement will, over the next four years, become even more important.

Secure and Manage Our Borders/Ve must continue to improve upon border security, to
exclude terrorist threats, drug traffickers, and other threats to national security, economic
security, and public safety. We will rely on enhanced technology to screen incoming cargo
at ports of entry and will work with foreign partners to monitor the international travel of
individuals of suspicion who seek to enter this country. We will continue to emphasize
risk-based strategies that are smart, coseffective, and conducted in a manner that is
acceptable to the American people. We must remain agile in responding to new trends in
illegal migration, from Central America or elsewherdleanwhile, we recognize the
importance of continuing efforts to promote and expedite lawful travel and trade that will
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continue to strengthen our economy.

Enforce and Administer Our Immigration Laws$Ve will continually work to better enforce

our immigration laws and administer our immigration system. We support comrs®nse
immigration reform legislation that enhances border security, prevents and discourages
employers from hiring undocumented workers, streamlines our immigration processing
system, and provides an earned pathway to citizenship for the estimated 1rfllion
undocumented immigrants in this country. It is indeed a matter of homeland security and
common sense that we encourage those physically present in this country to come out of
the shadows and to be held accountable. Offering the opportunity to these 1Xrilion
peoplefi most of whom have been here 10 years or more and, in many cases, came here as
childrenii s al so consi stent with American values a
smart, effective, and efficient riskbased approach to border security and interior
enforcement and continually evaluate the best use of resources to prioritize the removal of
those who represent threats to public safety and national security.

Safeguard and Secure Cyberspacéle must, over the next four years, continue efforts to

address the growing cyber threat, illustrated by the real, pervasive, and ongoing series of

attacks on our public and private infrastructure. This infrastructure provides essential

services such as energy, telecommunications, water, transportation, and financial services

and is increasingly subject to sophisticated cyber intrusions which pose new risks. As the
Federal Governmentodés coordinator of efforts t
critical infrastructure, DHS must work with both public and private sector partners to share
information, help make sure new infrastructure is designed and built to be more secure

and resilient, and continue advocating internationally for openness and security of the

Internet and harmony across
international laws to combat
cybercrime. Further, DHS must
secure the Feder
information technology systems by
approaching federal systems and
networks as an integrated whole
and by researching, developing,
and rapidly deploying cybersecurity
solutions and services at the pace
that cyber threats evolve. And
finally, we must continue to
develop cyber law enforcement,

2014 QUADRENNIAL HGBMAND SECURITY REVIEW




EXECUTIVE SUMMARY

incident response, and reporting capabilities by increasing the number and impact of
cybercrime investigations, sharing information about tactics and methods of cyber
criminals gleaned through investigations, and ensuring that incidents reported to any
federal department or agency are shared across the U.S. Government. In addition, the
Federal Government must continue to develop good working relationships with the private
sector, lower barriers to partnership, develop cybersecurity best practices, promote
advanced technology that can exchange information at machine speed, and build the cyber
workforce of tomorrow for DHS and the Nation.

Strengthen National Preparedness and Resiliencécting on the lessons of Hurricane

Katrina, we have improved disaster planning with federal, state, local, tribal, and territorial
governments, as well as nongovernmental organizations and the private sector;-pre
positioned a greater number of resources; and
to disasters in a quick and robust fashion. Seven years after Katrina, the return on these
investments showed in the strong, coordinated response to Hurricane Sandy. We must

continue this progress.

This review recognizes the environment in which we must pursue the homeland security
missions over the next four years. To support priority security requirements in a
sustainable way, a corollary responsibility for DHS is to become more efficient and effective
across a large and decentralized structure. As a Department, we must eliminate
duplicative processes, develop common platforms, and purchase single solutions, while
pursuing important commitments, such as the recapitalization of the aging Coast Guard
fleet. DHS must and will also address the low morale that exists within many of its

Components.

Finally, we recognize that we operate at a ti
governmentdos ability to function and work for
agencies for the large, daily engagement it has with the public at airports, seaports, and

l and ports of entry. Thus, the publicds atti

be shaped by interactions with DHS. Over the next four years, DHS will find opportunities to
promote confidence in its ability to fulfill its mission.

There is no more important function that a government can provide for its people than
safety and security. Through the leadership of our President, and in full partnership with
other federal departments and agencies; state, local, tribal, and territorial governments;
nongovernmental and private sector organizations; our foreign allies; and the American
public, we will continue to work hard in pursuit of the homeland security missions; nothing
less than the safety and security of the American people depend on this.
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LEGAL REQUIREMENTR-OHE REVIEW AND REPOR

1. LEGAL REQUIREMENT FOR THE REVIEW AND REPORT

Section 707 of theHomeland Security Act of 2002P.L. 107-296), as amended by thdmplementing
Recommendations of the 9/11 Commission Act of 2007P.L. 11053), includes the following requirement:

6 U.S.C. 347. QUADRENNIAL HOMELAND SECURITY REVIEW
(a) Requirement
(1) Quadrennial reviews required
In fiscal year 2009, and every 4 years thereafter, the Secretary shall conduct a review of

the homeland security of the Nation (in this secti
homel and security reviewé6).

(2) Scope of reviews

Each quadrennial homeland security review shall be a comprehensive examination of the
homeland security strategy of the Nation, including recommendations regarding the leng
term strategy and priorities of the Nation for homeland security and guidance on the
programs, assets, capabilities, budget, policies, and authorities of the Department.

(3) Consultation

The Secretary shall conduct each quadrennial homeland security review under this
subsection in consultation with-
(A) the heads of other Federal agencies, including the Attorney General, the Secretary

of State, the Secretary of Defense, the Secretary of Health and Human Services, the
Secretary of the Treasury, the Secretary of Agriculture, and the Director of National

Intelligence;

(B) key officials of the Department; and

(C) other relevant governmental and nongovernmental entities, including state, local,
and tribal government officials, members of Congress, private sector representatives,
academics, and other policy experts.

(4) Relationship with future years homeland security program

The Secretary shall ensure that each review conducted under this section is coordinated
with the Future Years Homeland Security Program required under section 454 of this title.

(b) Contents of review
In each quadrennial homeland security review, the Secretary shall

(1) delineate and update, as appropriate, the national homeland security strategy,
consistent with appropriate national and Department strategies, strategic plans, and
Homeland Security Presidential Directives, including the National Strategy for Homeland

Security, the National Response Plan, and the Department Security Strategic Plan;

(2) outline and prioritize the full range of the critical homeland security mission areas of
the Nation;

(3) describe the interagency cooperation, preparedness of Federal response assets,
infrastructure, budget plan, and other elements of the homeland security program and
policies of the Nation associated with the national homeland security strategy, required to
execute successfully the full range of missions called for in the national homeland security
strategy described in paragraph (1) and the homeland security mission areas outlined

under paragraph (2);
(4) identify the budget plan required to provide sufficient resources to successfully execute
the full range of missions called for in the national homeland security strategy described in
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paragraph (1) and the homeland security mission areas outlined under paragraph (2);

(5) include an assessment of the organizational alignment of the Department with the
national homeland security strategy referred to in paragraph (1) and the homeland security
mission areas outlined under paragraph (2); and

(6) review and assess the effectiveness of the mechanisms of the Department for
executing the process of turning the requirements developed in the quadrennial homeland
security review into an acquisition strategy and expenditure plan within the Department.

(c) Reporting
(1) In general

Not later than December 31 of the year in which a quadrennial homeland security review is
conducted, the Secretary shall submit to Congress a report regarding that quadrennial
homeland security review.

(2) Contents of report
Each report submitted under paragraph (1) shall include

(A) the results of the quadrennial homeland security review;

(B) a description of the threats to the assumed or defined national homeland security
interests of the Nation that were examined for the purposes of that review;

(C) the national homeland security strategy, including a prioritized list of the critical
homeland security missions of the Nation;

(D) a description of the interagency cooperation, preparedness of Federal response
assets, infrastructure, budget plan, and other elements of the homeland security
program and policies of the Nation associated with the national homeland security
strategy, required to execute successfully the full range of missions called for in the
applicable national homeland security strategy referred to in subsection (b)(1) of this
section and the homeland security mission areas outlined under subsection (b)(2) of
this section;

(E) an assessment of the organizational alignment of the Department with the
applicable national homeland security strategy referred to in subsection (b)(1) of this
section and the homeland security mission areas outlined under subsection (b)(2) of
this section, including the Department's organizational structure, management
systems, budget and accounting systems, human resources systems, procurement
systems, and physical and technical infrastructure;

(F) a discussion of the status of cooperation among Federal agencies in the effort to
promote national homeland security;

(G) a discussion of the status of cooperation between the Federal Government and
state, local, and tribal governments in preventing terrorist attacks and preparing for
emergency response to threats to national homeland security;

(H) an explanation of any underlying assumptions used in conducting the review; and
(I) any other matter the Secretary considers appropriate.
(3) Public availability

The Secretary shall, consistent with the protection of national security and other sensitive
matters, make each report submitted under paragraph (1) publicly available on the
Internet website of the Department.

(d) Authorization of appropriations

There are authorized to be appropriated such sums as may be necessary to carry out this
section.
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2. THE PURPOSE OF THE SECOND QUADRENNIAL HOMELAND
SECURITY REVIEW

More than 12 years after the attacks of September 11, 2001, the United States is poised
to begin a new era in homeland security. Loagrm changes in the security environment
and critical advances in homeland security capabilities require us to rethink the work DHS
does with our partneréithe work of building a safe, secure, and resilient Nation.

This new era is defined by both positive and negative factors: the termination of offensive
military operations in Iraq and Afghanistan, two of the longest conflicts in U.S. history; the
rise of fiscal challenges at home and in partner states; global economic growth, tempered
by increased volatility; growth in domestic energy supplies, contrasted with instability in
major energyproducing regions; resource constraints in a more densely populated,
urbanized world; and rapid technological change that impacts how we live, work,
communicate, travel, and access knowledge.



THE PURPOSE OF THECIOND QHSR

This Quadrennial Homeland Security Review is consistent with, and supports the enduring
national interests of the United States, as articulated in our national security strategy:

1 The security of the United States, its citizens, and U.S. allies and partners;

1 A strong, innovative, and growing U.S. economy in an open international economic
system that promotes opportunity and prosperity;

1 Respect for universal values at home and around the world; and

1 An international order advanced by U.S. leadership that promotes peace, security,
and opportunity through stronger cooperation to meet global challenges.

These national interests are inextricably linked and cannot be pursued in isolation.
THE FIVE HOMELANDGHERITY MISSIONS

The first quadrennial review established the five enduring missions of homeland security.
This review reaffirms the fivenission structure and updates the missions (detailed in the
Mission Framework In Depth section). The updated missions are:

1 Prevent Terrorism and Enhance Security;

1 Secure and Manage Our Borders;

1 Enforce and Administer Our Immigration Laws;

1 Safeguard and Secure Cyberspace; and

1 Strengthen National Preparedness and Resilience.

Accomplishing these missions

requires unity of effortiboth HOMELAND SECURITY VISION

across every area of DHS activity

and among the numerous A homeland that is safe, secure, and
homeland security partners and resilient against terrorism and other

stakeholders. The five missions

advance each of the four enduring hazards, where American interests,

national interests articulated in . t- d f |f th .
the National Security Strategy aspirations, ana way or life can tnrive.

Successful accomplishment of
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these missions results in a secure homeland, fosters a thriving economy, and protects
privacy, civil rights, and civil liberties. We pursue enduring national interests and conduct
our missions in service to a single homeland security vision: a homeland that is safe,
secure, and resilient against terrorism and other hazards, where American interests,
aspirations, and way of life can thrive.

As the threats and hazards we face change, the way we and our partners and stakeholders
carry out our missions must change as well. The second Quadrennial Homeland Security
Review comprehensively examined the homeland security strategic environment and
identified strategic shifts and areas of ongoing priority and renewed emphasis for the

Nat i o nt@rs hdmelang security strategy.

To set homeland security priorities, DHS leads national efforts to assess, analyze, and
compareriskiiwhich is a function of the likelihood and potential impacts of different
homeland security threats and hazards. However, we recognize that the likelihood and
consequence of specific threats and hazards may be influenced over time by
interdependent economic, political, social, environmental, and technological factors, as

well as trends and future uncertainties. We use systems analysis to create a more dynamic
view of how these forces influence threats and hazards and how risk may change over
time. This forwardooking understanding of risk allows us to prioritize our actions within

the five missions and maximize the use of our limited resources.



Based on a deep examination of the strategic environment, we identified six drivers of
change and six challenges that pose the most strategically significant risk over the next five
years (described in the Strategic Environment section). From those drivers and challenges,
we identified the following strategic priorities that impact all five homeland security
missions:

1 An updated posture to address the increasingly decentralized terrorist threat;

T A strengthened path forward for cybersecurity that acknowledges the increasing
interdependencies among critical systems and networks;

T A homeland security strategy to manage the urgent and growing risk of biological
threats and hazards;

1 A risk segmentation approach to securing and managing flows of people and goods
into and out of the United States; and

T A new framework for improving the efficiency and effectiveness of our mission
execution through publieprivate partnerships.

Beyond these strategic priorities, this second quadrennial review also highlights ongoing

areas of priority and renewed areas of emphasis based on risk and other considerati®ns

countering nuclear threats, strengthening our immigration system, and enhancing national

resilience. Finally, building upon the first Quadrennial Homeland Security Review, this

review provides an updated view of the Nation
objectives.

Federal Law Enforcement Training Center



THE STRATEGIC ENVNMENT

3. THE STRATEGIC ERUNMENT

DRIVERS OF CHANGE

This Nationd6és homeland security architecture
illustrated by the development of a One DHS approach to a range of homeland security

challenges, and we are determined that this progress continue. For example, programs

suchas TS®reHE and Gl obal Entry demonstrate the ef
risk-based security and crosfepartmental integration that can be achieved within budget
constraints. In addition, law enforcement is becoming increasingly adept at identifying and
disrupting terrorist plotting in this country. It is also worth noting that, in late 2013, DHS

received its first unqualified or o0cleandé aud
Department s formation, which was the | argest
government agencies and functions since the creation of the Department of Defense in

1947.

Our charge in the quadrennial review, however, is to identify and describe the threats to the
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Nationds homel and security interests. The fi
is identifying key areas of change. These areas of change are detailed below.

THE EVOLVING TERRENMRITHREAT

The nature of the terrorist threat to the United States has evolved since the September 11,

2001 attacksiiand indeed, since the first Quadrennial Homeland Security Review in 2010.
Counterterrorism pressure in the Afghanist@Pakistan region has degraded the ability of

alQadi dads senior | eadership to |l aunch sophi st
leadership that remains continues to aspire to attack the United States. At the same time,

other groups affiliated and ideologically aligned with-la 6i da have emerged wi
and, in some cases, the capability to carry out attacks against the United States and

American citizens overseas.

AlRQadi da i n the ArabianQBRéndasaftil sateroéntheg
because of its demonstrated and continuing interest in advancing plots to attack the

United States, particularly

against the aviation

industry. OThe evolution of t
Also of concern are welinformed, highly agile, aretwaked
militants who support g r ou p 0 f p artner s a
alQadoi dads int.

agenda and have

established bases of operation in conflict zones in the Middle East, West Africa, and North
Africa, particularly in Syria and neighboring states. These safe havens could allow them to
plan and launch external operations and train recruits who have Western passports and
who can return home with combat skills and a violent artVestern agenda.

AlRQad6i da, its affiliates, and adhaadWestdrns al so u
based supporters who have not traveled to conflict zones to conduct terrorist attacks. Lone
offendersi prime targets of EnglisHanguage messagingby &da 6 i d a faehdto | i at es

favor plots involving the use of easily acquired weapons or explosives. Lone offenders and

small groups acting on their own initiative and without direction of a terrorist group are

among the most persistent and difficult threats to counter. In recent years, there have

been several acts of violence against military targets by lone offenders as well as

attempted attacks on civilian populations by individuals motivated by-Qla 6 i d a . I n add
other groups and individuals inspired by a range of religious, political, or other ideological

beliefs have promoted and used violence against the United States. While not as



significant as the threat posedbyaQa 6 i da, its adherents, and its
groups and individuals remain a persistent threat.

Improvised explosive devices continue to represent a significant threat because they are

easy to build and popular among violent extremists. Further, violent extremists have shown

an enduring interest in improving improvised explosive device materials and methods to

evade security measures. Violent extremists also seek to conduct small arms attacks.

While violent extremistsd mistakes have somet
enforcement successes, plots using improvised explosive devices or small arms present

unique challenges as a result of being tactically simple and adaptable in both timing and

location of execution, complicating discovery and disruption by authorities.

Chemical, biological, radiological, and nuclear threats are enduring areas of concern; the
consequences of these attacks are potentially high even though the likelihood of their
occurrence is relatively low. Small scale chemical attacks are expected to remain more
likely, because of accessibility to precursor materials and toxic industrial chemicals and the
relative lack of specialized skills and knowledge required to conduct such attacks.
However, nuclear terrorism and bioterrorism pose the most strategically significant risk, the
former because of its potential consequences, and the latter because of potential
increases in both likelihood and consequence. While the difficulty of stealing a nuclear
weapon or fabricating one from stolen or diverted weapons materials reduces the
likelihood of this type of attack, the extremely high consequences of an improvised nuclear
device attack make it an ongoing top homeland security risk. Biological terrorism becomes
more likely as the capability, knowledge, and resources required to carry out an attack
become more widely accessible. While biotechnology has great potential for good, its
continued expansion around the world challenges our ability to prevent and detect
potential bioterrorist incidents.

INFORMATION AND COMMCATIONS TECHNOLOGY

The globally interconnected digital information and communications infrastructure, known
as cyberspace, has changed dramatically in recent years. Cyberspace has become an
integral part of daily life in America and around the world. An estimated two billion people
have at least 12 billion computers and devices, including global positioning systems,
mobile phones, satellites, data routers, desktop computers, and industrial control
computers that run power plants, water systems, and more. A vast array of interdependent
information technology networks, systems, services, and resources enable communication,
facilitate travel, power our homes, run our economy, and provide essential government



THE STRATEGIC ENVNRMENT

services. These systems provide enormous benefits to our society and economy, but they
also create new risks and vulnerabilities.

Malicious actors continue to become more sophisticated in exploiting these vulnerabilities,
increasing the risks to critical infrastructure. These actors seek to steal financial
information, intellectual property, trade secrets, and other sensitive information from
businesses small and large. They also seek to capture personal and financial information
from our citizens. While many corporations make cybersecurity a core aspect of their
enterprise risk management, many small businesses and public sector entities face
financial and personnel constraints in doing the same.

Figure 1: Global Internet use is high and growing.

At the same time, information and communications technology are enabling goods and
services to flow through the global supply chain more rapidly than ever before. Moreover,
flows of data and information are, in some cases, replacing physical flows of goods. One
example of this dynamic is the emerging trend of thregmensional printing. Of concern,

the ongoing development and adoption of electronic payment systems and their increasing
use for illicit trafficking and smuggling create substantial new challenges for investigation
and interdiction.

2014 QUADRENML HOMELAND SECURIREVIEW




We must not forget that cyberspace provides opportunities for homeland security. With
appropriate protections for individual privacy and civil rights and civil liberties, technology
can enhance situational awareness, improve investigative capabilities, and support
operational integration.

NATURAL DISASTERBNDEMICS, AND CLIMATE CHANGE

Natural disasters, pandemics, and the trends associated with climate change continue to
present a major area of homeland security risk.

Of the naturally occurring events, a devastating pandemic remains the highest homeland
security risk. Both the likelihood and consequences of this low probability, higipact

event are expected to increase, driven in large part by increasing opportunities for novel
infectious diseases to emerge and spread quickly around the world. Changes in land use
and agriculture, including rising urbanization in countries where disease is endemic or
potentially endemic, promote the emergence
of potential pandemiccausing diseases.
Increasing global trade and travel have the
potential to fuel the spread of infectious
diseases around the world, challenging the
capacity of public health systems at home and
abroad to handle pandemics. Rising antiviral
and antibacterial resistance have the
potential to severely limit the effectiveness of '
available medical countermeasures, but other
disease prevention and treatment techniques
are now emerging.

Weather events present a significant and
growing challenge, with several muihillion
dollar disasters in recent years. Hurricane
Sandy, the largest diameter Atlantic storm on %
record, is estimated to have killed 117 people
in the United States and caused widespread
flooding. More than 8.5 million people were left without power, and the storm caused tens
of billions of dollars in damage. Other disasters, particularly earthquakes, droughts, and
floods, also pose significant risks to the Nation. The risk of these disasters is increased by
the vulnerability of aging infrastructure, increasing population density in highk areas,

2014 QUADRENNIAL HGBMAND SECURITY REVIEW




andfin the case of droughts, floods, and hurricanédy trends associated with climate
change. Pandemic disease, hurricanes, and other natural disasters not only have the
potential to cause severe consequences, including fatalities and economic loss, but also
may overwhelm the capacities of critical infrastructure, causing widespread disruption of
essential services across the country.

Cli mate change and associated trends may al so
aggravate stressors abroad that can enable terrorist activity and violence, such as poverty,
environmental degradation, and social tensions. More severe droughts and tropical

storms, especially in Mexico, Central America, and the Caribbean, could also increase
population movements, both legal and illegal, across the U.S. border. Melting sea ice in the
Arctic may lead to new opportunities for shipping, tourism, and legal resource exploration,
as well as new routes for smuggling and trafficking, increased risk of environmental
disasters, and illicit resource exploitation. Higher temperatures may change patterns of
human, animal, and plant diseases, putting the workforce, the general public, and plant

and animal health at higher risk of illness. The United States may need to prepare for more
frequent, shortterm, disasterdriven migration. Higher temperatures and more intense
storms may also damage or disrupt telecommunications and power systems, creating
challenges for telecommunications infrastructure, emergency communications, and the
availability of cyber systems. Finally, the cost of preparing for, responding to, and
recovering from such events is anticipated to grow as weath@lated events continue to
become more severe and damaging.



INTERDEPENDENT ANGING CRITICAL INFRASTRUCTURE SYSTEMS AND
NETWORKS

The Nationdés critical I nfrastructure provides
American way of life. The concept of critical infrastructure as discrete, physical assets has
become outdated as everything bephgsmads | i nked

convergenceo6 has changed the risks to critica
and transportation to agriculture and healthcare. Moreover, this interconnected

cyberphysical infrastructure

consists of multiple systems

that rely on one another to Critical infrastructure are those systems :

greater degrees for their assets, whether physical or virtual, so vite
operations and, at times, . . .
operate independent of the United States that the incapacity or

human direction. One

example of this type of destructlor\.of §ugh systems and gssets \

interconnected system is the - Nave a debilitating impact on security, nati

global supply chain, where : . . !
economic security, national public health

information and
communications technologies  safety, or any combination of those matte
are providing reattime

location services, traffic Presidential Policy Dire
updates, emergency | nfrastructure Security
notifications, and more.

Critical infrastructure owners and operators also continue to experience increasingly
sophisticated cyber intrusions, which provide malicious actors the ability to disrupt the
delivery of essential services, cause physical damage to critical infrastructure assets, and
potentially produce severe cascading effects.

The aging or deteriorating condition of significant aspects of critical infrastructure systems
weakens our resilience and can affect our Nat
investment has not kept pace with U.S. population growth or growth in demand. @ied

of major roads are in poor or mediocre condition, and approximately egearter of the
Nationds bridges are either structurally defi
demand for electricity has slowed, funding gaps for electric infrastructure could top $100

billion by the end of the decade. Overall, blackouts and other electrical disturbances have
increased by more than 140 percent since 2007. Although weatheglated events have



been the main cause of major electrical outages in the United States, many outages have
been attributed to system operations failures, and reliability issues are emerging due to the
complex issues of retiringolder infrastructure. Without investment in recapitalization and
new technologies, and in light of the potential for increased weather events, the aging
electric grid will likely continue to experience disruptions in service. Our country needs an
estimated $682 billion in wastewater and drinking water infrastructure improvements over
the next 20 years, as well. Hurricane Sandy caused an estimated combined 11 billion
gallons of sewer overflows in eight northeast states and the District of Columbia.

Due in |l arge part to financial constraints,
recent years, as inadequate funding for infrastructufgfrom laboratories to community

health centerdihas been aggravated by increased demand on an already strained system.

As a result, public health infrastructure systems are under significant strain on a dayday

basis, leading to decreased capacity to address largeale public health emergencies that

may emerge.

These challenges present significant obstacles to performing our missions, particularly
during times of disaster. However, there are unique opportunities to build our critical
infrastructure systems to be more reliable, efficient, and resilient than they were before.
For example, as we rebuild aging and failing infrastructure, we can design in esf¢ctive
security and resilience features. By leveraging new tools, such as information and
communications technology, building stronger partnerships, and adopting key lessons
learned, we are able to update and adapt critical infrastructure systems to better meet
future challenges.

FLOWS OF PEOPLE AND GOODS: INCREASING VOLUME AND SPEED

Flows of people and goods around the world have expanded dramatically in recent years.
The value of U.S. exports and imports increased substantially between 2005 and 2012,
exports increased by 72 percent, and imports increased by 36 percent. Both are expected
to grow an average of six percent annually through 2030. Lawful travel to the United
States increased 36 percent from 2005 to 2012 and is estimated to increase by more than
25 percent from 2012 to 2018. Air travel has also seen substantial growth internationally,
increasing by 47 percent in the same seveyear period.

These trends will be amplified by other factors, including the forthcoming expansion of the
Panama Canal, which is likely to substantially increase the volume of trade going through
U.S. ports on the East Coast and in the Gulf of Mexico. In addition, the global systems that
move goods from one location to another have grown increasingly efficient through

t
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Figure 2: Lawful travel to the United States increased 36 percent from 2005 to 2012 and
is estimated to increase by more than 26 percent from 2012 to 2018.

innovations such as intermodal shipping. This has increased trade over our borders. Ralil
intermodal traffich transporting shipping containers and truck trailers on railroad flat c&is
increased nearly fourfold between 1980 and 2012.

However, the trade and travel system is also susceptible to threats and hazards. When air
and maritime travel into and within the United States was halted in the immediate
aftermath of the attacks of September 11, 2001, the resulting disruptions had tremendous
negative impacts on our economy. Sheterm supply chain disruptions due to port strikes
and natural disasters have also impacted flows of cargo. Cascading events, such as the
2011 earthquake and tsunami in Japan that led to the Fukushima Daiichi nuclear disaster
and the temporary idling of auto plants in the United States, demonstrate the potential for
significant disruption to the lawful trade and travel system.

The increased movement of people and goods across our borders provides many
opportunities but also provides more places for illegal goods, unauthorized migrants, and
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threats to hide. lllicit materials, threats, and hazards may cross at or between our ports of

entry deliberately or inadvertently. Illegal shipments, such as intellectual property
infringing goods, adversely impact our nation
influenced by many factors, including weak rule of law and violence in sending countries.

Violent extremists and criminals can hide within this larger flow of migrants who intend no

harm. More travelers moving more efficiently through the lawful trade and travel system

also may increase the potential for rapid escalation of biological events across regions,

countries, and continents.

Transnational criminal organizations rely on revenues generated through the sale of illegal
drugs and counterfeit goods, human trafficking and smuggling, and other criminal
activities. These organizations continue to expand in size, scope, and influence and are
capitalizing on technological innovation, including new platforms to sell illicit goods,
innovative ways of moving money, tools for coordinating operations, and a variety of other
criminal and cyber activities. Transnational criminal organizations are gaining strength by
taking advantage of the same innovations in management and supply chain structures that
are propelling multinational corporations.

As transnational criminal organizations grow stronger and challenge or corrupt
governments in many regions, they are moving more freely, expanding their networks, and
acquiring and distributing militarygrade equipment. Violent extremist networks can also
conduct these profitable criminal activities on their own, exploiting the same vulnerabilities
in finance, trade and travel, and immigration.

Generally, higher volumes of people and goods will stress current screening and detection
capabilities and capacities.

BUDGET DRIVERS

The out year funding assumptions applied for this quadrennial review are based on the
economic and policy assumptions underpinning
to Congress. Since the last Quadrennial Homeland Security Review, economic conditions

have had wideranging impacts across homeland security partners and stakeholders,

affecting both daily operations and current investments to meet longesrm needs and

challenges. For example, morethantwohi r ds of the nationds 30 | &
have not seen municipal government revenue return to precession levels. While public

safety spending is often the last part of the budget to be cut, by 2011, 20 of the 30 largest

metro regions had reduced spending on public safety, impacting daily operations and the

ability to respond to emergencies.



Going forward, the budgets of many homeland security partners are assumed to maintain
parity with inflation or modestly decline in real terms. We also assume that state budgets
will be constrained by reductions in federal grants, which are projected to remain below
their 2007 historic high (as a percentage of gross domestic product). International
partners will likely face similar constraints. Economic pressures on families, nonprofits,
and the private sector may also adversely affect local investment in the security and
resilience of our communities.

Partnerships with state, local, tribal, and territorial governments; international partners;
nongovernmental organizations; and the private sector are essential to meet mutual safety
and security needs and extend services in a time of flat or declining budgets. State, local,
tribal, and territorial governments are maintaining services through measures such as
sharing resources across jurisdictional lines and privatizing infrastructure. Pulgiivate
partnerships are a key focus of this report because the security challenges facing our
Nation are too large and complex for either government or the private sector to address
alone. Working together to invest in infrastructure projects and to expedite travel and trade
benefits both private and public sectors.



THE STRATEGIC ENVNRMENT

PREVAILING CHALLENSGEHAT POSE THE MGSRATEGICALLY SIERANT
RISK

The threats, hazards, trends, and other dynamics reflected in the drivers of change suggest
several prevailing strategic challenges that will drive risk over the next five years:

1 Theterrorist threatis evolving and, while changing in shape, remains significant as
attack planning and operations become more decentralized. The United States and
its interests, particularly in the transportation sector, remain persistent targets.

T Growingcyber threatsare significantly increasing risk to critical infrastructure and to
the greater U.S. economy.

1 Biological concernsas a whole, including bioterrorism, pandemics, foreign animal
diseases, and other agricultural concerns, endure as a top homeland security risk
because of both potential likelihood and impacts.

T Nuclear terrorismthrough the introduction and use of an improvised nuclear device,
while unlikely, remains an enduring risk because of its potential consequences.

f Transnational criminal organizationgare increasing in strength and capability,
driving risk in counterfeit goods, human trafficking, illicit drugs, and other illegal
flows of people and goods.

1 Natural hazardsare becoming more costly to address, with increasingly variable
consequences due in part to drivers such as climate change and interdependent
and aging infrastructure.

Beyond these specific strategic challenges, factors such as technology and migration
present both opportunities and challenges for the homeland security community.
Technological advances in communications, big data, manufacturing, and biological
sciences provide new and lower cost capabilities that may benefit both the United States
and our adversaries. Similarly, while lawful immigration greatly benefits the United States,
attempted unauthorized migration poses consistent challenges for the management of our
legal immigration system, borders, and ports of entry.
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POTENTI AL ORBEACK SWA

There are potential changes in the world around us that, while highly unlikely,

would dramatically impact homeland security were they to occur. Such changes

may come from previously unknown aspects of the strategic environment or may

be the result of known aspects behaving in an unforeseen and unpredictable
manner and have been referred to by ec

Whil e not an exhaustive | ist, there ar
materially change our assessment of overall homeland security risk and priorities
over the next five years:

1 Rapid adoption of technologlriven changes to manufacturing processes, such
as threadimensional printing, fundamentally altering the importance of
transnational flows of information in relation to the transnational flows of
goods;

1 A country unexpectedly becoming a failed state, leading to consequences such
as loss of control over sensitive technologies (e.g., chemical, biological,
radiological, and nuclear materials) or loss of general border integrity;

1 A substantial increase in sophistication of hostilestaia actors, such as a
violent extremist group gaining the ability to launch a campaign of well
coordinated and highly organized attacks, conducted by interconnected but
autonomous groups or individuals within the United States; and

1 Abrupt impacts of climate change, such as drastic alterations in U.S. weather
patterns and growing seasons or rapid opening of the Arctic.

These changes are not planned for or expected in the next five years, yet if they
were to happen, they would fundamentally alter the homeland security strategic
environment described here.

(



4. GUIDING PRINCIPRE

The following principles form the basis for the specific priorities and areas of emphasis the
Department, together with our partners and stakeholders, will adopt in addressing the
strategic challenges discussed in the Strategic Environment section.

THE CORNERSTONE GPMELAND SECURITYPRBEVENTING TERRORISM,
BUT HOMELAND SECURITY MUST BE NIHRHAT AND AHAZARD

Events of the past 12 years demonstrate that we must consider the full range of threats
and hazards facing the Nation when setting homeland security strategy and priorities. The
Department is a multimission, multifunction agency, covering longtanding functions

such as civil defense, emergency response, customs, border control, law enforcement, and
immigration. As one agency, we are able to improve efficiency by identifying the common
characteristics among the wide variety of threats and hazards we face and by identifying
common ways to address them.

U.S. Customs and Border Protection




HOMELAND SECURITY
SUPPORTS ECONOMICE
SECURITY

As noted previously, lawful
trade and travel are
expanding rapidly, with great
benefit to U.S. prosperity and
economic security. DHS and
our partners are on the front
lines overseas and at our air,
land, and sea ports of entry,
expediting these flows of
people and goods and , N
ensuring their security. As  JUEKeISE | Nale - =il

such, and as recognized in ’

successive national security strategies, homeland security is inseparable from economic
security.

Q\.Q..’;ia 5

HOMELAND SECURITYRHERES A NETWORKED COMMUNITY

The Department works with other units of government, forms pubpdvate partnerships,
and enlists the help of the American people because the homeland security missions
cannot be met by one entity alone. Our ability to effectively network ourselves through
robust partnerships and operational integratiomwithin DHS, across homeland security
partners and stakeholders, and with our international partnefisncreasingly means the
difference between mission success and failure. This is all the more important given the
range of adversaries the Nation confronts, many of whom are increasingly networked
themselves. The homeland security community can be more flexible, adaptable, and
efficient in addressing diverse challenges if it acts as an integrated, mutually supporting
network. Our shared efforts will promote security and risk reduction approaches that are
responsive to the needs of our partners.

HOMELAND SECURITYLRES UPON THE USE MARKEDRIVEN
SOLUTIONS AND INNOYVAN

We must partner with industry in research and development efforts to reduce known
vulnerabilities that have proven difficult or expensive to addreSparticularly in cyberspace
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GUIDING PRINCIPLES

and critical infrastructureiand to mitigate consequences of disruption or intrusion. The
Department will continue to adopt markebased solutions and coordinate closely with
industry to identify new areas of application for security products and services and will help
ensure the public and private sectors have awareness and access to the latest
technologies and protections.

HOMELAND SECURITYHIRDS PRIVACY, CIRIGHTS, AND CIVIIBERTIES

Privacy, civil rights, and civil liberties issues are interwoven into our approach to homeland
security across all missions and can arise in any homeland security activity, sometimes in
unforeseen ways. In addressing new risks or adopting new and integrated approaches, we
must identify early on any risk of infringement of these core values and rights and address
that risk accordingly. When issues are identified and resolved earlier, it helps ensure that
all eligible persons and communities can participate in homeland security programs and
benefit from our operations.

HOMELAND SECURITY IS NATIONAL RISK NANEAG

Absolute security against the threats and hazards we face is neither fiscally nor
operationally possible. Instead, homeland security is about managing risk. As described
previously, the second quadrennial review makes recommendations for strategic shifts and
renewed areas of emphasis for our national homeland security strategy and priorities.
National risk management emphasizes focusing on those actions and interventions that
reduce the greatest amount of strategic risk to the Nation.

U.S. Coast Guard
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5. STRATEGIC PRIOEIS

DHS will adopt the following strategic shifts or renewed emphases over the next four years
to best address the changing strategic environment. These priorities emerge out of a
number of crosscutting Quadrennial Homeland Security Review studies, which lead to
shifts and renewed areas of emphasis across the homeland security missions. The tables
at the beginning of each subsection below show which missions are impacted by these
shifts and renewed areas of emphasis.

SECURING AGAINST THE EVOLVING TERRORISM THREAT
OVERVIEW

As described in the first quadrennial review, homeland security is a concerted national
effort that involves actions by a widely distributed and diverse group of federal, state, local,
tribal, territorial, nongovernmental, and private sector partners as well as individuals,
families, and communities. The evolution of the terrorist threat demands a weliormed,
highly agile, and welhetworked group of partners and stakeholders to anticipate, detect,



target, and disrupt threats that challenge national security, economic prosperity, and public
safety. To improve overall unity of effort, we will work with our partners to identify,
investigate, and interdict legitimate threats as early as possible; expand Hs&sed

security; focus on countering violent extremism and helping to prevent complex mass
casualty attacks; reduce vulnerabilities by denying resources and targets; and uncover
patterns and faint signals through enhanced data integration and analysis.

Table 1: The following table shows how priority areas of emphasis for securing against the
evolving terrorism threat map to the homeland security missions.

Securing Against the Evolving Terrorism Threat

Preven rengthen
e_ ent Secure and | Enforce and [(Safeguard and Stre .gt ©
Terrorism and National

Manage Our| Administer Our Secure
SIS Borders |Immigration Lawy Cyberspace FIEERETAIES
Security 9 y P and Resilience

Priority Area of Emphasis

Identify, Investigate, and Interdict
Threats as Early as Possible

Shrink the Haystack: Expand
RiskBased Security

Focus on Countering Violent Extremis|
and Helping to Prevent Complex Mas|
Casualty Attacks

Reduce Vulnerabilities: Deny
Resources, Deny Targets

Uncover Patterns and Faint Signals:
Enhance Data Integration and Analys

STRATEGIC APPROACH
IDENTIFYINVESTIGATRNDINTERDICTHREATAS EARLYAS POSSIBLE

Given the current and emerging potential threats, a primary concern is that violent

extremists can move undetected across porous borders within conflict zofesich as

todayds conflicts i mwHen theyaan tradhonnesrdristtacgticsand Y e me
skills, and weapons. At the same time, several countries are on the edge of state failure

and are unable to secure their own borders, prevent the illicit movement of people and

goods, and collect customs revenues to support governance.

To address these pathway vulnerabilities and enhance the safe and secure movement of
people and goods, DHS, in coordination with the Departments of State, Defense, Justice,
and other partners, will prioritize support to foreign partners to increase their border



management, customs integrity, and law enforcement capabilities and capacities. In
addition, we will continue to expand prdeparture screening and enhance transportation
security operations among willing partners to mitigate risks from overseas. To keep
dangerous people and goods off aircraft bound for the United States, it is critical that we
use information received in advance to screen abroad based on risk, rather than waiting for
arrival in the United States.

SHRINKTHEHAYSTACK EXPANDRISK-BASEDSECURITY

The decentralized nature of todayod6s threat de
one-sizefits-all security approaches and toward riskaformed, intelligencedriven

approaches. For this reason, DHS will expand efforts to identify dosk travelers and

cargo to focus security resources on those we know less about or those identified as higher

risk. Trusted traveler and shipper programs such as Global Entry, TSAHEe, and t he
CustomsTrade Partnership Against Terrorism advance these objectives and show that

effective security and the expedited flow of goods and people can be achieved together.

We will continue to identify lowerisk travelers by a number of means, including using

background checks and recognizing foreign partner trusted traveler and shipper programs.

More broadly, riskinformed decision making is becoming the norm among homeland
security partners and stakeholders. For example, unmanned aerial surveillance systems



used in securing and managing our borders are deployed based on risk, allowing strategic
aerial surveillance of wide areas and better detection and interdiction of illicit flows. Risk
and intelligence information also drive the deployments of our security teams who secure
mass transit and trains, waterways, and other modes of transportation. In addition, we are
continuously improving our approach to addressing insider threats, including how we vet,
credential, and educate individuals with access to critical or sensitive homeland security
facilities. Finally, state, local, tribal, and territorial governments identify risks and decide
how to address their greatest risks through the completion of the Threat and Hazard
Identification and Risk Assessment process.

FocusoN COUNTERIN®IOLENTEXTREMISMANDHELPINGTOPREVENTCOMPLEXVIASSCASUALTY
ATTACKS

Our approach to countering violent extremism in the United Stafeguided by the White
House Strategy, Empowering Local Partners to Prevent Violent Extremism in the United
States (2011)iapplies to all forms of violent extremism regardless of ideology and does
not focus on protected First Amendment activities. The Boston Marathon bombing, the
arrests of individuals attempting to travel to conflict zones in support of violent extremist
groups, and the shooting at a Sikh temple in Wisconsin in 2012 illustrate the persistent
threat in the United States from groups and individuals inspired by a range of religious,
political, or other ideological beliefs.

Our efforts to countering violent extremism emphasize the strength of local communities
and the premise that welinformed and wellequipped families, communities, and local
institutions represent the best defense against violent extremism. We prioritize disrupting
and deterring recruitment or individual radicalization to violence by supporting community
based problem solving and local law enforcement programs. Such programs include
information-driven, communityoriented policing efforts that for decades have proven
effective in preventing other types of violent crime. In addition, our communities and youth
must be made aware of the increasing dangers of online radicalization to violence. DHS
will continue to work with our partners to share information with frontline law enforcement
partners, communities, families, and the private sector about how violent extremists are
using the Internet and how to protect themselves and their communities.

Further, substantial research and analysis are helping to identify and illustrate the tactics,
behaviors, and indicators potentially associated with violent extremism as well as factors
that may influence violent extremism. Based on this analysis, DHS jointly develops with
federal, state, local, tribal, and territorial partners training for frontline law enforcement
officers on behaviors that may be indicative of violent extremist activity.



Similar research into norAdeologically motivated violence, such as the devastating
shootings in Newtown, Connecticut and Aurora, Colorado, provides further insight into
pre-incident behavioral indicators associated with mass violence. These insights enhance
our efforts to equip partners with the most effective tools to identify and mitigate a range of
violent attacks, including briefings to community stakeholders on phecident behavioral
indicators associated with mass casualty shootings and on communriigsed
multidisciplinary intervention techniques.
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REDUCEVULNERABILITIESDENYRESOURCEDENYTARGETS

Violent extremists will seek to attack symbolic venues, transportation pathways, mass

gat herings, and critical i nfrastructur e. To
targets, we must adopt approaches that are intelligended, analytically driven, and

pursued in close cooperation between federal, state, local, tribal, territorial, and private

sector partners as well as with the public.
Passenger Rail 6 illustrates how we have empl o
and resilience of critical surface transportation infrastructure.

Further, to counter the threat posed by improvised explosive devices and small arms

attacks, we will work with our partners to expand and promote activities such as suspicious

activity reporting and private sector security measures. Internationally, we will continue to
support multilateral efforts, such as the Wor



Shield, which shares information on the global movement of precursor chemicals used to
manufacture improvised explosive devices and raise security standards. We regulate
highrisk chemical facilities to reduce their vulnerabilities. We will also continue
researching nexigeneration technology solutions to stay ahead of advances in wireless
technology, given the use of wireless technology in improvised explosive device detonation
and control mechanisms.

Across all of these efforts, DHS, working with our government and private sector partners,
will be proactive in discouraging terrorist plots. We will place an increased emphasis on
deterrence, including enhancing efforts to publicly communicate tailored descriptions of
homeland security capabilities to influence the perceptions, risk calculations, and
behaviors of adversaries.

UNCOVERPATTERN@ANDFAINTSIGNALS BNHANCEDATAINTEGRATIONNDANALYSIS

DHS and our partners must continually enhance situational awareness. To that end, DHS
is committed to integrating its data sources, including by consolidating or federating
screening and vetting operations. Perhaps most importantly, we must continually improve
our ability to make sense of vast amounts of intelligence and other informatidtine so-
call ed o0bi g Adhldrigodousty pratécting thegpevacy and civil liberties of
Americans. For homeland security, the adoption of big data management solutions will aid
investigators and analysts in identifying relationships that were previously difficult to
discern. This type of pattern and network analysis allows DHS and our partners to identify
harmful activity as early as possible and to take steps to intervene or otherwise stop
harmful events from occurring.

One critical data source is Suspicious Activity Reporting from state, local, tribal, territorial,

and private sector partners as part of the Nationwide Suspicious Activity Reporting

Il nitiative. Anot her source i s™& hccanpdi gym,u vshei
encourages citizens to report suspicious activity to the proper law enforcement authorities.

These efforts ensure the protection of privacy, civil rights, and civil liberties, while also
ensuring information is quickly reviewed by t
Joint Terrorism Task Forces for possible investigation and shared with other fusion centers

and FBI Field Intelligence Groups for additional analysis. Through the National Network of

Fusion Centers and other mechanisms, DHS will prioritize the development and timely

distribution of locally or regionally oriented joint products. These joint products, produced
collaboratively by federal, state, local, tribal, and territorial partners, support operations

and provide detailed insight on emerging community or regigpecific threats.
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SAFEGUARD AND SECURE CYBERSPACE

OVERVIEW

Cyberspace and its underlying infrastructure are vulnerable to a wide range of risk
stemming from both physical and cyber threats and hazards. Sophisticated cyber actors
and nationstates exploit vulnerabilities to steal information and money and are developing
capabilities to disrupt, destroy, or threaten the delivery of essential services. A range of
traditional crimes is now being perpetrated through cyberspace. This includes the
production and distribution of child pornography and child exploitation conspiracies,
banking and financial fraud, intellectual property violations, and other crimes, all of which
have substantial human and economic consequences.

Cyberspace is particularly difficult to secure due to a number of factors: the ability of
malicious actors to operate from anywhere in the world, the linkages between cyberspace
and physical systems, and the difficulty of reducing vulnerabilities and consequences in
complex cyber networks.



Of growing concern is the cyber threat to critical infrastructure. This infrastructure provides
essential services such as energy, telecommunications, water, transportation, and financial
services and is increasingly subject to sophisticated cyber intrusions that pose new risks.
As information technology becomes increasingly integrated with physical infrastructure
operations, there is increased risk for wide scale or higlonsequence events that could
cause harm or disrupt services upon which our economy and the daily lives of millions of
Americans depend.

In light of the risk and potential consequences of cyber events, strengthening the security
and resilience of cyberspace has become an important homeland security mission. The
Department works to achieve this mission by collaborating with government and private
sector partners to strengthen cybersecurity protections, investigate those that engage in
cybercrime, and take full advantage of innovations in machine intelligence and
communications that work at the speed of cyberspace. The Department will promote
security and risk reduction approaches that are driven by the needs of our stakeholders,
are cost effective, and do not negatively impact operational performance. When incidents
do occur, DHS will continue to provide assistance to potentially impacted entities, analyze
the potential impact across critical infrastructure, investigate those responsible in
conjunction with other law enforcement partners, and coordinate the national response to
significant cyber incidents.

The Department works in close coordination with other agencies with complementary cyber
missions, as well as private sector and other nonfederal owners and operators of critical
infrastructure, to ensure greater unity of effort and a wholef-nation response to cyber
incidents. DHS coordinates the national protection against, mitigation of, and recovery
from cyber incidents; works to prevent and protect against risks to critical infrastructure;
disseminates domestic cyber threat and vulnerability analysis across critical infrastructure
sectors; secures federal civilian systems; investigates, attributes, and disrupts cybercrimes
under its jurisdiction; and coordinates federal government responses to significant
incidents, whether cyber or physical, affecting critical infrastructure. The Department of
Justice (DOJ) prosecutes cybercrimes; investigates, attributes, and disrupts cybercrimes
under its jurisdiction; leads domestic national security operations regarding cyber threats,
including disrupting foreign intelligence, terrorist, or other national security threats; and
conducts domestic collection, analysis, and dissemination of cyber threat information. The
Department of Defense (DOD) defends the nation from attack, secures national security
and military systems, and gathers foreign cyber threat information. Working together, we
work to foster a secure and resilient cyberspace that protects privacy and other civil
liberties by design; supports innovation and economic growth; helps maintain national



security and public health and safety; and supports legitimate commerce.

Table 2: The following table shows how priority areas of emphasis for safeguarding and
securing cyberspace map to the homeland security missions.

Safeguard and Secure Cyberspace

Prevent Strengthen
. Secure and | Enforce and |Safeguard ang _g
Terrorism and National

Manage Our| Administer Our Secure
Enhance Borders |Immigration Lawy Cyberspace Preparedness
Security 9 y P and Resilience

Priority Area of Emphasis

Strengthen the Security and Resilienc]

of Critical Infrastructure

Secure the Federal Civilian Governme
Information Technology Enterprise

Advance Law Enforcement, Incident
Response, and Reporting Capabilitie

Strengthen the Ecosystem

STRATEGIC APPROACH
STRENGTHENHESECURITAND RESILIENCEF CRITICAUNFRASTRUCTURE

The Department employs a risknformed approach to safeguarding critical infrastructure in
cyberspace. We do this in the context of the overall risk to critical infrastructure under an
all-hazards approach. In reducing cyber and physical risks, we will emphasize protections
for privacy and civil liberties, transparent and accessible security processes, and domestic
and international partnerships that further collective action. The Department will continue
to coordinate with sector specific agencies, other federal agencies, and private sector
partners to share information on and analysis of cyber threats and vulnerabilities and to
understand more fully the interdependency of infrastructure systems nationwide. This
collective approach to prevent, protect against, mitigate, respond to, investigate, and
recover from cyber incidents prioritizes understanding and meeting the needs of our
partners. This approach is also consistent with the growing recognition among corporate
leaders that cyber and physical security are interdependent and must be core aspects of
their risk management strategies.

The Department will evolve towards dynamic retine situational awareness capabilities,
|l i ke oweather mapso for cyberspace. These si
cyber infrastructure thafimuch like the human immune systemwill be smart enough to



STRATEGIC PRIORITIES
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detect, adapt to, and defend against new threats with sufficient resilience to continue
operating while under attack. Further, this situational awareness will support a common
operating picture for cybersecurity that will provide cyber event information, and serve as a
resource for all of government and industry. Providing information to machines at machine
speed to block threats in milliseconds instead of the hours or days required today will
enable better cyber incident response and mitigation.

We must draw on the Nationds fAframlalllevelssohge of e x
government, the private sector, members of the public, and international partnérte

secure critical infrastructure from cyber threats. Executive Order 13636, Improving Critical

I nfrastructure Cybersecurity (2013), and Pres
I nfrastructure Security an dinfoReedapproachmrdadé (2013
framework for critical infrastructure security and resilience collaboration. They also include

the Framework for Improving Critical Infrastructure Cybersecurity, which provides an

industry-driven risk management approach to strengthen cybersecurity across all critical
infrastructure sectors. We will continue to work with our partners to foster development of

secure cyber products and services and to encourage the adoption of leading cybersecurity

best practices, including the Cybersecurity Framework and the National Infrastructure

Protection Plan. The cyber ecosystem will also be strengthened as aging and failing

infrastructure is replaced by infrastructure with more secure and resilient design built in.

SECURETHEFEDERAICIVILIANGOVERNMENINFORMATIONECHNOLOGENTERPRISE

The Federal Government must seek to serve as a model to other organizations in our work
to secure our networks with the latest tools, information, and protections. The Department
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will continue to work with each federal civilian department and agency to promote the
adoption of common policies and best practices that are rigkased and able to effectively
respond to the pace of ever changing threats. As systems are protected, alerts can be
issued at machine speed when events are detected to help protect networks across the
government information technology enterprise and the private sector. This enterprise
approach will help transform the way federal civilian agencies manage cyber networks
through strategically sourced tools and services that enhance the speed and cost
effectiveness of federal cybersecurity procurements and allow consistent application of
best practices.

The Department works with other federal agencies and the private sector to identify
emerging requirements and to support research and development projects that keep pace
with ever changing threats and vulnerabilities. The Department will target techniques and
capabilities that can be deployed over the next decade with the potential to redefine the
state of cybersecurity against current and future threats by working to make the
innovations from research and development widely available across the public and private
sectors.

ADVANCHAWENFORCEMENTNCIDENTRESPONSEAND REPORTIN&APABILITIES

Complementary cybersecurity and law enforcement capabilities are critical to safeguarding
and securing cyberspace. Law enforcement performs an essential role in achieving our
Nationds cybersecurity objectives by investig

National Protection and Programs Directorate




and fraud to child exploitation, and apprehending and prosecuting those responsible.
Cybersecurity and infrastructure protection experts provide assistance to owners and
operators of critical systems by responding to incidents and restoring services, and
analyzing potentially broader cyber or physical impacts to critical infrastructure.

Law enforcement entities; network security experts; the Intelligence Community; state,

local, tribal, and territorial partners; critical infrastructure owners and operators; and others

in the private sector, through coordination and planning, will increase the quantity and

impact of cybercrime investigations and network security efforts. Together we will continue

to identify and respond to malicious actors and continue to grow our national cyber incident
response and information sharing capacity. We will also continue sharing lessons learned

from these efforts to help prevent the same incidents from happening elsewhere, while
protecting victimsd privacy and ongoing inves

Criminal investigators and network security experts with deep understanding of the
technologies malicious actors are using and the specific vulnerabilities they are targeting
work to effectively respond to and investigate cyber incidents. DHS will work with other
federal agencies to conduct higimpact criminal investigations to disrupt and defeat cyber
criminals, prioritize the recruitment and training of technical experts, develop standardized

U.S. Immigration and Customs Enforcement



methods, and broadly share cyber response best practices and tools. The Secretary of
Homeland Security will coordinate federal government responses to significant cyber or
physical incidents affecting critical infrastructure consistent with statutory authorities.

DHS will continue to work with all partners, government and private sector, to ensure that
information provided to any federal agency is appropriately shared. This strengthens the
use of established private sector and academia relationships with government partners
and leverages these relationships when they are needed most.

STRENGTHENHEECOSYSTEM

Cybersecurity is a shared responsibility in which each of us has a role. Ensuring a healthy
cyber ecosystem will require collaborative communities, innovative and agile security
solutions, standardized and consistent processes to share information and best practices,
sound policies and plans, and development of a skilled workforce to ensure those policies
and plans are implemented as intended.

DHS will work with our public and private sector partners to help develop innovative
security technologies and services that strengthen analytic, response, and remediation
capabilities; prevent incidents before they occur; and minimize the consequences of those
incidents that occur. To do this, we will develop a strong team of cybersecurity
professionals to design, build, and operate robust technology to reduce exploitable
weaknesses.

The cyber ecosystem also needs sefiitigating and selfhealing systems to address threats
at machine speed. Consistent standards are needed for sharing information across
organizations and developing interoperable technologies that enable detection of and
resilience against threats and hazards. DHS will work with our public and private sector
partners and across the science and policy communities to identify promising technologies,
policies, and standards that enable trusbased, privacycentric, automated sharing of
cybersecurity information to limit the spread of incidents and minimize consequences.

DHS will continue to advance existing public education programs and promote
cybersecurity strategies and awareness campaigns that engage the American people in
keeping themselves$i and the Natiormisecure online. Internationally, DHS will work with the
Department of State and other partners to build global networks to share vital
cybersecurity information and help enable international response to cyber incidents. DHS,
with our partners, will also work to harmonize international laws to effectively combat
transnational cybercrime.



STRATEGIC PRIORITIES

A HOMELAND SECURITY STRATEGY FOR COUBBER OGICAL THREATS
AND HAZARDS

OVERVIEW

Biological threats and hazard§ranging from bioterrorism to naturally occurring

pandemicdiare a top homeland security risk. They have the potential to significantly

impact the healthandwelb ei ng of the Nationds people, anir
threats and hazards may also be highly disruptive to our efforts to pursue the homeland

security missions. They may overwhelm our state, local, tribal, and territorial partners and

may threaten our ability to maintain essential functions and carry out dty-day

operations.

We generally expect the risk of biological threats and hazards to increase over time, given
trends such as increasing trade and travel and the growing accessibility of biotechnology.
In the long term, unexpected or dramatic shifts in key areas, including biotechnology, global
biosurveillance capability and response capacity, and disease prevention and treatment,
may cause the risk to change. As such, these key areas present important opportunities
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